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Revision: 0 | Issued: 27.05.2024

Topic: Security Bulletin - Amadeus Altea CM — APP Saudi Arabia

Dear all,
Please see the ITA Airways Security Bulletin regarding passengers traveling to Saudi Arabia.

Generally, Altea does an APP check automatically. However, it is still our responsibility to
confirm that travel documents are sufficient for travel. Please pay special care when checking in
passengers to non-Schengen destinations.

For passengers traveling with visas or other supporting documents, be sure to verify the validity
of the visa or documents before adding it to the system.

IMPORTANT - Adding a visa without checking its validity may result in a false positive
response from the APP check even if the visa is not valid. Altea CM only understands
that a passenger is holding a visa. It does not understand what type or if it is genuine.

As always, do not accept passengers to any destination until you are certain they will be allowed
entry. If you are less than 100% sure about a passenger’s entry eligibility, contact the visa team
or your supervisor for assistance.
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Security Bulletin — 04/2024

Subject: Amadeus Altea CM — APP Saudi Arabia

Effective: 02"9 June 2024

Introduction:

This security bulletin explains how to manage, in Amadeus Altea Departure CM, Advanced Passenger

Processing (APP) allowing airport operators to verify, during the check-in flow, the eligibility of all passengers

travelling to and from the Kingdom of Saudi Arabia (KSA).

Procedure:

Once passengers have been accepted, Altea CM performs APP checks automatically and does not allow to
check-in any passengers until an APP message is generated in order to obtain an authorization to board.

APP responses

After collection or validation of API data, different type of APP responses will be displayed in Amadeus Altea
CM in the passenger Customer Record window:

OK to Board if Docs OK: passenger has been checked-in and can be boarded
Do not Board: passenger has been checked-in but cannot be boarded

Travel document type invalid: passenger has been checked-in but cannot be boarded due to invalid document
Active Check-in transaction already exists for this document: document has already been submitted for
another passenger

. Cancelled: passenger acceptance has been cancelled

See some examples below:

APP Check Status

AZ838  13MAR FCO-RUH

A\ APP Check Status
AZ838  13MAR FCO-RUH

/% APP Check Status
AZ838 13MAR FCO-RUH

/™ APP Check Status

AZ838  13MAR FCO-RUH

APP Check Status
AZ838  13MAR FCO-RUH

SEC Bulletin 04/2024

APP SUCCESSFUL - SAU 11MAR 11:17GMT
8503 - OK TO BOARD IF DOCS O - ARRIVAL

APP DENIED - SAU 11MAR 12:54GMT
8502 - DO NOT BOARD - ARRIVAL

APP FAILURE - SAU 11MAR 11:32GMT
6062 - Travel document type invalid - ARRIVAL

APP FAILURE - SAU 11MAR 13:48GMT
6270 - Active Check in transaction aready exists for this
document - ARRIVAL

APP CANCELLATION SUCCESSFUL - SAU 11MAR 14:01GMT
8505 - CANCELLED - ARRIVAL
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Check-in
During check-in always collect or validate full passport information (including customer’s given

name/surname, regulatory gender and date of birth) with the data entered/showing in the Travel Information
mask and update or add any missing data, as required.

PDT Customer identification TR

+ AzZE38 28MAR FOO (1) # RUH Riyadh King Knakd Intemational STD: 15:15
Accaptance Open Gate: Hone _Boarég: 14:15 _Baggage: Open
System Customer BgTkiCibin  Sec  Seat  ActeptBaggge Info
Restart SR )
A8 JEMAR FCORUH S viv) AZECOCLASSIC
‘Select Customer(s): 1 (%) Bxpand (SF2] 1 0F 1 Selectad

q The following information & required for this customer.
‘Swipe document and Confirm to continue.

Custamer Detals Passport (USA)
Nationalky: [ Source: HISTORICAL
Reguatory Gender: Maw - Quaiter: Normal Passpart -
Date of Brth: 200€C1571 Mumber: 773333
Sumame: SMITH

Givan Nama(s):  Robert

Issue Country:  |USA =
Expry Date: 200EC2024

camed: Yes -
Multiple Passports: Ho -

(@) Advanced unms[rz Back

The APP Check Status will be automatically displayed

__ and if passenger is “OK to Board”, boarding pass will be printed.

Bppications Device Navigaton  Logoff  Heb
Default: AZ Messenger (0) | AZ Fight A2636 (1) | AZ Customer (2)
PDT Customer Identification  Customer Acceptance JIT Ty LTI
- AZe3® 2ZBMAR FCO (1)  RUH Rivadh King khakd Intemational STD: 15:15

Acceptance Open Gate: None _Boarding: 14:15 _B3ggage: Open
Henus Customer Bk TKIGHN  Sec  sear  AcceptBaggape Info
Acceptances T—shmn
Baogages A A7H3R  2BMAR FCORUN Sv) om 308 AZECOOLASSIC
Bags - Excessy
Compensation: Tt S — - (Z) Bpend [SF2] 1 of 1 Selected
Customers Q) Select customer to view corresponding record. Refine the Al Categories”dispiay with F2 function.
Disruptions ts Timing Information
Non-Travellers CFS 5TD 15:15
Payments AZEIS  2BMAR FCORUH STA 2125
Prntings
Regulatory APP Check Status
|- B APP SUCCESSFUL - SAU 27MAR 14:53GNT
Ticket / EMDs ATEIS  2BMAR FCORUH 8503 - OK TO BOARD TF DOCS OK . ARRIVAL
Travels
Restart Ho Bxggage Detals

Boarding Pass Print Details
AZESS  2BMAR FCORUM Boarding Pass: Printed Priat Ciannek: None:
Customer Detais

SMITH Robert
Adult, Male

200EC1571
or: PHCTSE

Bookng Chss: ¥

AZ838  ZEMAR FCO-RUH Manual Salectse: Ho

AZE38  2BMAR FCO-RUH Channet: JFE
Passport and Travel Inf
Sumame: SMITH Date of Bath: 20DEC1971 Regultory Gender: Male

—-Passport and Document Detats--
cument: Passport

omal Passport

USA Vaid for: USA Hurrber: 77733333 Sumame:
SMITH Frst ame: ROBERT lssusd by: USA Expry Date
20DEC2024

Source of Data: Manual Update

AZEIS  2BMAR FCO-RUM

Seat Information

AZE3E  ZEMAR FCORUH EESANE aferance: Hone B, Pass: Printed  Securty

Humbes

For passengers holding a VISA always verify its validity without adding it in Altea CM.
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DO NOT BOARD

Passengers with an APP Check Status “Do Not Board” will be accepted on the flight but boarding pass
printing will be inhibited until APP is resolved.

During check-in, a warning pop-up will automatically display the following options:
1. Verify the customer travel information and re-attempt the APP
2. Perform APP Override
3. Leave customer as Not OK to Board

Always select option 1 in order to verify passenger’s travel document and then click OK

Customer Tdentification

5TD: 15:15
Gate: Mone Boardng: 14:15  Baggage: Open

SotBy [Defauk | grder Ascendng |

- AzE38 26MAR FCO (1) # RUH Rivadh King Khald Tnternational
Acceptance Open

Shartcuts
Add Bags  F11

Add FQTV  Si4 [Customer BigTkiCsn  Sac  Seat  AcreptBaggage Info
add service 59 [T TIOWELT
ol G - AZE38  26MAR FCORUM @Yv) 001 30A v AZECOCLASSIC

Find Connection FO'
Find Customer  F4
i SFID
View Customer F7
viewLinks  SF3
Henus
Acceptances  AF li Select Customer(s) for Acceptance: |1 (3) Bxpand [SF2] 1 0f 1 Selected

B .y Ak ) Enter seat preference (if required). Enter bag details afterwards.
Baggage. Geating

Custorer has bags?:[No_| = Saat Praferance:

Comments out of FCO

SAU APP has not been successful for customer:

TIDWELL ick

Do you want to:

R
Seatings  AFLL
Ticket / EMD» A6, \

A t( 1. vaify the customer's travel nformaton and re-attempt APP

2. Perform APP Override
3. Leave customer as Nok OK To Board () Advanced Options [F2] Back

selec:fl_]
(o)

Check regulatory data in the Travel Information mask, correct any error, if needed, before retrying and click
on Confirm

Sppicatir avigaton - LogoiT  Hep

Default: AZ Messenger (0) | AZ Fight AZ838 (1) | AZ Customer (2)

PDT Customer dentification
- AzE3e 26MAR FCO (1) # RUH Riyadh King Khalid Intemational STD: 15:15
Accegtance Open Gate: Wone  Boarding: 1415 Baggage: Open
System customer BigTicGbn  Sec  seat  AcceptBaggage info
Restart S T YW
A2 Q6MAR FOO-RUM EYM_on 304 vl AZECOOLASSIE

Select Customer(s): 1 %) Expand [SF2] 1 0f 1 Selected

o The following information is present for this customer.
‘Swips Document and Confirm to Continue.

Custornes Ditails Basspart (USA)

Natonaky: usa £ Source: MANUAL
Requitory Gender:  Male - Qualfer: tormal Passport -
Date of Bith: 197ER1060 Numbar: 889256020
Sumame: TDWELL
Gien Name(s):  Nick
Isun Countr US4 TIDUELL ik on 7835 26HAR FC0 U
iy Date:  19FEB2025 1
Care: Yes . APP DEWIED - SAU - DO NOT BOARD

Multiple Passports: o IE'

CYPIr— o)

If APP Check Status remains “Do Not Board” the following warning will be displayed:

APP has not been sful for (s). has occurred but
Boarding Pass Printing and Boarding will be inhibited for the affected

customer(s) only until APP has been resolved.
If baggage is present, bag tags can be printed using an action from the

menu on the left.
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Here below the APP status showing in the Customer Record window.

[

Messanger (3) | AZ Fight AZE38 (1) | AZ Customer (2)

PDT Customer Identification  Customer Acceptance Gustomes Record)

- 8 26MAR FCO (1) + RUH Ryadh King Khald Intemational STD: 15:15
Acceptance Open Gate: None _Boardng: 14:15 _Baggage: Open
Her Customer Bkg Tk Cabin  Sec  Seat  Accept Baggage Info
Acceptancer T TIOWELT
Baggager A hAZE3S  JGMAR FLO-RLM Sviv)  om 30w vl AZ-EQOCLASSIE
seecrcusomenfl ] selectright(sk[a (¥) Bxpand [5F2] 1 of 1 Selected
Customen (D) Select customer tn view comesponding record. Refine the *All Categaries” display with F2 function.
D
. 1+ | AlFights Tming Information
Payments - SR 57D 15:15
Printings I ZEHAR FLOE 5TA21:25
Requlatory»
Seatingr £ APP Check Status
Ticket / EMD [ APP DENIED - 5A 25MAR DB:SUGHT
TTTTTTT Shacd el b b 8502 - DO NOT BOARD - ARRIVAL
Restart Detals

o Baogage Datals

& Boarding Pass Print Details

AZHIS  26MAR FCO-RUM Boarding Pass: Needs Printing Pt Channst Kone

For passengers with APP Denied contact ITA Airways Centrale di Sicurezza Aerea (Security Desk) +39 06
6562 5000 for further instructions.

Never Perform APP Override without the authorization received by the AZ Security Desk.

Travel document type invalid

Should an invalid document (e.g. ID card) be collected or validated during check-in, a warning pop-up will

automatically be displayed.
Passenger will be accepted on the flight, but boarding pass printing will be inhibited until a valid document is

entered and APP resolved.

+ AzE38 2BMAR FCO (1) + RUH Riyadh King Khald Tnternational STD: 15:45
Acceptance Open Gate: Hone Boardng: 14:15  Baggage: Open
FLIGHT TEST- PLEASE DO HOT USE!

E Jcustomer BegTkiCsbin  Sec  Seat  AcceptBaggsge Info
© fo [T1 ROSSIMano
L +* AZRIR BMAR FCO-RUM S99 o 30F o AZ-ECOCASSIC

SotBy [Defuk ||  Qrder Ascendng [

Select Customer(s) for Acceptance: || (%) Expand [SF2] 1 of 1 Selected

Féﬁ;pfiﬁfg"‘,:\:ﬁ () Enter seat preference (f required). Enter bag detads afterwards.

e .. Dbaggage ‘Seating

Customers P4 Customer has bage: 0| Seat Praference: 2

Disruptions  CFLO

Fights AFT

Identifications Afg| Comments out of FE0

Non-Travellers CF5,

Pa oF
g
P npp receved Mario
ARG On Flight: AZ838 28MAR24 FCO-RUH

B
&
T

- Do T Conmert o T
Restat 512
® Advanced Options [F2] Back
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PDT tomes Identification  Customer Acceptance. ST I popprremereset]
# Azezn 26MAR FCO (1) » RUH Riyadh King Khald Intemational STD: 15:15
Acceptance Open Gate: None  BOIdNg: 14:15 _Baggage: Open
vienus BraTaabn  sec  seat  Acceptdaggage bfo
Acceptances
baggages DWY) 002 NF W AZ-ECOULASSIC
Bags - Excess

Compensation:
rews Selact Customar:

() seiect customer to view comesponding record. Refine the 'Al Categones’ dsplay with F2 function.
All Fights Timing Tnformation
26MAR

o
Customers

AZ836 FOO-RUH

/iy, APP Check Status
28MAR

AzB38 FOORUM
Restar Detalls

o Bapgage Detais

/i Boarding Pass Print Details
AZB38  28MAR FOO-RUH
Customer Details
Hano
Adult, Male
Dte of Bith: 20DEC1966
Record Locatar: PQBELZ

AZE3E  2BMAR FOO-RUH
ZEMAR FOO-RUM
Passport and Travel Information

Sumame: ROSSI Date of Brth: 20DEC1966 Requbtory Gender: Male

AZEIS  2BMAR FOO-RUM
Seat Information
AZEIE  2BMAR FOO-RUH

(%) expand [sF2] 1 of 1 Selected

APP FAILURE - SAU 28MAR 07:41GMT
6062 - Travel document typ invad - ARRIVAL

Boardng Pass: Needs Printing Pt Channek: one

Bookng Cass: ¥
Manual Selectes: o

Channet: ¥E

e TOaE
20DEC2025

ued by: TTA Expiry
fanual Update.

Source of Data: Mk

552 Neods Printing

Delete the invalid travel document before adding a new one by clicking on Add or Amend Travel Document

from Regulatory Menu.

Regulatorys  CFg

Regulatorys  CF| _

Seatings AF11 Additional Travel Requirements Seating» AF11 Additional Travel Requirements ¢

Ticket / EMD) AF6| Check Requirements: Ticket / EMD» AF6| Check Requirements

Travels AF Travely !
Blacklist Blac

System ————— System ————|

Restart s12| Blacklist Override Restart 12| Blackiist Override
Documentation Documentation
Add or Amend Multiple Add or Amend Multiple
Passparts \ Passports
Add or Amend Travel Add or Amend Travel
Document Document

\ Add Secondary Document Add Secondary Document

Delete Travel Delete Travel

Regulation Auth

Add Manual Selectee
Delete Manual Selectee

Timatic

Timatic
Timatic Country
Timatic ETA

A\ You can swi

Regulation Authority

Check APP Check APP

Check AQQ Check AQQ

Check iaPP Check iAPP

Override AQQ/ESTA-DocVal Override ADQ/ESTA-Docval
Selectee Selectee

Add Manual Selectee
Delete Manual Selectee

Timatic

imatic

atic Country
atic ETA

/A You can swipe:

Verify if the APP has been resolved

Messenger (0) | AZ Fioht AZ836 (1) | AZ Customer (2)

ISR Acceptance Information

Customer Identification

Ho Baggage De

90

/1, Boarding Pass Print Details
AZESE  28MAR FCO-RUM

Adh
Date of Bith: 20DEC1966
Record Lacator: PQBELY

AZEIS  ZGMAR FCO-RUH
AZE3S  28MAR FCO-RUH
‘Passport and Travel Information

Sumams: ROSSI Date of Brch: 20DEC1966 Reguistory Gender: Male

AZ838  28MAR FCO-RUH
Seat Information
AZE3B  28MAR FCO-RUH

[T 'h AZESS  28MAR FCO (1) # RUH Ryadh Kng Khaid Intemational
Acceptance Open Gate: Wone _Boardng: 14:15
Henus Custare BgTKCabin  Sec  Sem  AccentBasgage bfo
Acceptances T ROSSTFaRo
Baogaoes A ez o R R R ) Azecoqussc
Baos - Excesse
e Select Customer: Select Fight{s) |4 (3 Boand [SF2] 1 0F1 Selected
(D select customer to wew comesponding record. Refine the ‘Al Categones” disply with F2 function.
Al Fights Timing Information
50 15:15
AZEIE  ZBMAR FCORUM e
APP Check Status
. f— APP SUCCESSFUL - SAU
D BB 8503 - OK TO BOARD IF DOCS OK - ARRIVAL
Baggage Details

~a

Baarding Pass: Needs Printing _Print Channc: None

Baokng Chss: ¥
Manual Selectee: Ho

Crannel: JFE

~Passport and Document Details—

Sumame: ROSSI Fret Name: MARID Issued by: TTA Expry
Date: 20DEC2025
Source of Data: Manual Update

praferance: Nona 6. Pass: Needs Printing
2

SecuTty Number: 00:
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and then proceed with printing of the boarding pass

Default: AZ Messenger (0) | AZ Flight AZ838 (1) | AZ Customer (2)

PDT Customer Identification Customer Acceptance TR ETTER (1R NTETE0T Customer Record
= A7838 28MAR FCO (1) + RUH Riyadh King Khalid International
Acceptance Open

Menus Customer Bkg Tkt Cabin Sec Seat Accept Baggage Info
Acceptancer T ROSSI Maric

Baggager A A7838 28MAR FCO-RUH B Y(Y) 002 30F W AZECOCLASSIC
Bags - Excessy

Compensationy

Crew Select Customer: l:l Select Flight(s): A

Customer» (D Select customer to view corresponding record. Refine the 'All Categories dispiay with F2 function.

Disruption» N N

Non-Travellers crs | All Flights Timing Information

Payment» ! STD 15:15

Printing» | G e i STA 21:25

Regulatory»

Seatinge APP Check Status

Ticket / EMD» APP SUCCESSFUL - SAU

Travels | e e 8503 - OK TO BOARD IF DOCS OK - ARRIVAL
System _

Restart Baggage Details

m Baggage Details
Boarding Pass Print Details

[——
| AZ838 28MAR FCO-RUH I Boarding Pass: Printed IPHnt Channel: None

ATTN. If passenger does not provide a valid document, the acceptance must be immediately cancelled.

APP Checks

If automatic APP checks fail for any reason during passenger acceptance or cancellation, airport operators
will be able to activate APP checks either by proceeding with check-in or through the Regulatory Menu by
selecting the Check APP option:

T

APIS Customer List: from Advanced Options of Customer List, select APP Info (APP) as filter and select
one of value from the drop-down menu.

e, ___________________________J7]

POT Enter Fight 17

- 42638 25MAR FCO (1) * RUM Riyadh King Khabd Intemationl STO: 15:
‘Acceptance Opan Gate: None  Boarding: 14:15  Baggage: Open
Addtianal Informaton

Restart

Select List: |

() select a customar kst
Restrict Customer List

To w|  Customer Fiter: Joning and Transt | w!

Cabin; || w

Refine Customer Lists with Criteria

AndiOr  Include/Excludy Vaue
And | % Indude ¥ |APP has baen processed
A1 Processad OK (OK)
\ Al Procassad Daniad (MOK)
(APP Info) ot processed (n0P)
ynassed (APY)

Arine Overrde (ALO)
(Govemment Override (GV0)

For example: Government Override status

| amss 26MAR FCO (1) # RUH Rivadh King Khald ntemationsl
| 7" cceptance Open

Shortcuts Selected List: All Customers

Identify Cust Selected Fiters: (APP Info=GVO)

Print to Default
View Customer

view Links From To Bkg Cabin  Ciss Seat Accepty APP
Menus 1 TIDWELL Nick FCO  RUH Y Yy 30 | Gvo
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