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Security Bulletin — 05/2024

Subject: Amadeus Altea CM — APP United Arab Emirates

Effective: 27" October 2024

Introduction:

This security bulletin explains how to manage, in Amadeus Altea Departure CM, Advanced Passenger
Processing (APP) allowing airport operators to verify, during the check-in flow, the eligibility of all passengers
travelling to and from United Arab Emirates (UAE).

Procedure:

During passengers’ acceptance, Altea CM performs APP checks automatically and does not allow printing
of the boarding pass until an APP message is generated in order to obtain an authorization to board.

APP responses

After collection or validation of API data, different type of APP responses will be displayed in Amadeus Altea
CM in the passenger Customer Record window:

See some examples below:

OK to Board if Docs OK: passenger has been checked-in and can be boarded
Visa Not Found: passenger has been checked-in but cannot be boarded due to Visa not found and lack of B/P
Contact UAE Gvt: passenger has been checked-in but cannot be boarded due to lack of B/P

Do not Board: passenger has been checked-in but cannot be boarded
Cancelled: passenger acceptance has been cancelled

AZB5G 125EF FCO-DXB

APP Check Status
R . APP SUCCESSFUL - ARE 115EP 07:34GMT
AZES6 12360 FCO-OMB 8503 - OK TO BOARD IF DOCS OK - ARRIVAL
A\ APP Check Status

APP DENIED - ARE 115EP DG:49GMT
8635 - VISA NOT FOUND - ARRIVAL

/% APP Check Status

AZB56 125EP FCOO-DXB

APP DENIED - ARE 11SEP 07:53GMT
8600 - Contact UAE Gvt - ARRIVAL

/% APP Check Status

AZBS6 105EF FCO-DXB

APP DENIED - ARE O9SEP 0B:26GMT
8502 - DO NOT BOARD - ARRIVAL

APP Check Status

AZBS6 125EF FCO-DXB

APP CANCELLATION SUCCESSFUL - ARE 115EP 08:02GMT
8505 - CANCELLED - ARRIVAL
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Check-in

During

check-in always collect or validate full passport information (including customer’s given

name/surname, regulatory gender and date of birth) with the data entered/showing in the Travel Information
mask and update or add any missing data, as required.

e LA T T P 1vavel nformation
** AZBS6 12SEP FCO (1) + DXB Dubai International STD: 10:40
‘Acceptance Open Gate: None _ Boardng: 09:40 _Baggage: Open
| systen Customer Bkg Tkt Cabn  Sec Seat  Accept Baggage Info
Lo T GATES George
~- A7SS6  175EP FCO-DNB & v £ 00Cs AZ-ECOCLASSICEY SEQ. From BN
Select Customer(sk |1 %) Expand [SF2] 1 of 1 Selected
(D) The folowing nformation is requred for this customer. Swipe document ar enter detaik below,
Customer Details Document
Hatianalty: 5] = Document Type: [<Select Type> -
Reguistory Gender: Male - Country: B
Date of Bath: 15MAY1920 et
Passport (IRQ) Sumame: GATES
Source: MANUAL Given Name(s): George
Qualfer: ormal passport =] Expry Date:
Humber: Darazes Camed: es -
Sumame: GATES

Givan Mamels):  [Georoe

Issue Country: [ IRQ 2
By Date:  [isMAvaoe] ]
Camed: es -
Mukie Passaorts: o -

(¥) Advanced Options [F2

The APP Check Status will be automatically displayed

ARE APP - OK to Board directive received for customer: GATES George
On Flight: AZ856 12SEP24 FCO-DXB
Customer is OK to Board. Check documents are valid for travel.

Menus
Acceptances
Hagasger
Bags - Extessy
Compensations
Crewr

Customen
Disruptions
Non-Travellers CFS
Payments.

‘Seating»
Ticket / EMD»
Travels

Restart

Local Print Mode Cu

and if passenger is “OK to Board”, boarding pass will be printed.

* AZESS 12509 FOO (1)  DXB Dubai Intemational STD: 10:40
Acceptance Open Gate: None  Boarding: 09:40  Baggage. Open
customer BhgTircbn  sec  seat  AcceptBaggage Wfo
T GATES George
A AZIS 1250 BOWFCO =R AZ ECOOLASSICEDGSH
o+ L6 SV ws vl AZ-ECO0LASSIC, Fiom BOY
Select Customers____ | Select Fight(e):[2.5 (3) Expand [SF2] 1 of 1 Selected

() select customes to view comespondng récord. Refine the 'Al Categanes’ dipiy with F2 function.
Al Fights Timing Information

ars s o sToeos

iz s 00w STaaasn

APP Check Status

sazs s v Yo 99 Oatl e

s s o0 £303- 0 10 804D  DoCH O - AFANAL

Baggage Details
Ho Baggage Detais

I\ Boarding Pass Print Details
AZIS 12580 BONFOO Boarding Pass: Not printed

None
ATESE  125EP FOODXB Boardng Pass: Printed Prnt Crannel: None
‘Customer Details
GATES George
Adult, Male

Date of Brth: 15MAY1920
Record Locator: KTEG4A

- = Boaking Chss: ¥
Al seiected Fights et
AZIS  125EP BONFOO Acce tatus: Customer not accepted
AZBS6  125EP FOO-DXB Channek: JFE

Passport and Travel Information
‘Sumame: GATES Date of Brth: 15MAY1920 Reguistory Gender: Male

cument: Passport
Qualfier: Normal Passport
Al Selected Fights Iationalty: IRQ Vald for: IRQ Humber: D272348 Sumame:
Frst 1ame: GEORGE Issued by: IRQ Expry Dats:
15MAY2025
Source of Data: Manual Update
I\ Seat Information
= = oD Mone 8. Pass: Mot printed

Seat: 32F Prefarence: None  §. Pass: Printed  Securty
Number: 008

AZES6  125EP FOO-DXB
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VISA NOT FOUND

Passengers with an APP Check Status “Visa Not Found” will be accepted on the flight but boarding pass
printing will be inhibited until APP is resolved.

Local Print Mode Customer Identification  Customer Accepts

o+ 21AUG FCO (1) + DXB Dubai International
Acceptance Open

STD: 10:40
Gate: Wone  Boarding: 09:40 _Baggage: Hot Open

I Customer Bkg Tkt Cabln Sec Seat  Accept Baggage Info
Acceptancer T FRAVAK o

Pt AU oER 210G OB Sy on  30a ¥l AZECOUIGHT
jags - Extesss

Compensations

creves Selectoustomesf ] seletFgh(sk/a %) Band (5F2] 10 1 Salected

Customers () Select custamer to view corespanding record. Refine the 'All Categaries’ display wih F2 function

Disruptions =

Non-Travellers €75 || AN Fights Tiing Information

Paymenty = ¥ 51D 10:40

Printingr famse e reo o 5TA 19:50

Regulatorys

Seatings B\ APP Cheack Status

Tickot / EMD» APP DEHIED
vels AZESS  21AUG FCODXE il

[Restart 8aggage Detaiks

Ho Baggage Detais
/3 Boarding Pass Print Details

AZSS6  21AUG FOO-DXB Boarding Pass: Needs Printing Print Channek: Hone

Customer Details
PRAYAK Hank
Adul

Brth; 19MAR1933
tor: UVFVSB.

kng Class:
AZ8SG  21AUG FCO-DXB Channe: JFE
Passport and Travel Information

Surmama: PRAYAK Date of Brth: 19MAR1933 Regulitory Gander: Male

Passport and Document Detaits-
Passport
ssport
d for: BGD Number: HAB11186 Sumame:
HANK lssued by: BGD Expiry Dte:

AZS6  21AUG FOO-DXB

19MAR2026
Source of Data: Manual Update

If passenger has a valid VISA, it must be added by clicking on Add Secondary Document option from
Regulatory menu.

on-Travelierr TF5
Payment» CF3
r " 10
Regulatoryy el
11 Travel

v N
Ticket / EMD)» AF6| Check Requirements
Travelr
Blacklist Document
System

Restart SF12| Blacklist Override Document Type: vea =
Documentation Country: 7@

Add or Amend Multiple Nurmber:

Passports —
Add or Amend Travel STHEEE I
Document Given Mame(s): [

E ‘A0t Secondary DoCUMENt Date of Issue:

R =
EIete Travel TnTormation Issue City:
Regulation Authority

Issue Country: [
Check APP Expiry Date:
Check AQQ )
T Carried: Yes |1

Override AQQ/ESTA-DocVal
Override iAPP

Selectee
Add Manual Selectee
Delete Manual Selectee

Click on Check APP functionality in order to process the passenger according to the latest APP status
received.

¥

Regulatorys
3
Ticket / EMD» AF6| Check Requirements
Travels AF9
. Blacklist

Restart 5r12| Blacklist Override

AF11 Additional Travel Requirements

Documentation

Add or Amend Multiple
Passports

Add or Amend Travel
Document

Add Secondary Document
Delete Travel Information

Regulation Authority
e —
Check AQQ

Check iaAPP

Override AQQ/ESTA-DocVal

ATTN. If APP has not been resolved, the acceptance must be immediately cancelled.
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IDENTITY CARD of citizens who are member of the Gulf Cooperation Council (GCC)* must be added by
selecting Identity Card option from Document Type box.

Local Print Mode Customer Identification TETIIILIETT oo™ STRORpTOrw P

125EP FCO (1) » DXB Dubai Intemational
Acceptance Open

Customer

BaTktCabn  Sec  Seat  Accept Saguage Info

[Restart T AL KARRIE Kati:
- AZ856  125EP FCO-DNB

STD: 10:40
Gate: Wone Boardng: 09:40 aggage: Open

B ¥Y) E)0OCS,AZECOLIGHT

Seact Customer(s):[1
() The folwng information & required for this customer. Swipe document or enter detals below.

Customer Details Dgcument
Vatona: ot -
Regubtory Gender: Male: - Country: BWT ]
Date of Bith: \0BOCT1955 Mumber: 1Y73636

Passport (KWT) Sumame: 'AL KARREE
e Gven Hamets: e
Qualfier: MNonel Passport - xpryDate:  [peocrad )
Nurmber: Camed: Yes -
Sumarme: AL KARRIE
Given Namel(s):  Katie
e Couny: 3
Eony oats:
Camed: Yes -
Wukpl Passors: o s

) epand [s72] 1 of 1 Selectad

) advanced Options [F2] Back

*Bahrain, Kuwait, Oman, Qatar, Saudi Arabia and the United Arab Emirates.

CONTACT UAE GOVT

Passengers with an “APP DENIED — Contact UAE Govt” will be accepted on the flight but boarding pass

printing will be inhibited until APP is resolved.

Immediately contact ITA Airways Centrale di Sicurezza Aerea (Security Desk) +39 06 6562 5000 for further
instructions.

Default: AZ
Local Print Mode Custorner dentication - customer Acceptance. TN NI T g

"+ AZ856 125EP FCO (1) # DXB Dubai Tnternational
Acceptance Open

Customer

BTkt Cabn  Sec  Seat  AcceptBaggage Wfo

STD: 10:40
Gate: Wone Boardng: 09:40 Baggage: Open

Acceptances T DASPA Stop
Baggages A hAZESS  10GEP FCODNR

EvN o6 3 o AZ-ECOLIGHT

Bags - Exesss
Compensations

Select Customar: Selact Fght(s): &

Crew
Customers () select customer to view comesponding record. Refine the 'Al Categories’ display with F2 function.
Disruptions

., (1 | ANl Fights Timing Information

AZESS  125EP FCO-DKB

Restart

Date of Brth: 19FEB1980
Recond Locator: KT68BY.

0¥B

ZES6  125EP FOO-DNB
Passport and Travel Information
Sumame: DASPA Date of Bth: 19FEB1980 Requiatary Gender: Male

B 12569 FCO-DN
Seat Information

B: 0-DE
Ticket Details

B: 0-DiE

STD 10:40
STA 19:50

499 DE: ARE 11SEP 07:536MT
8600 - Contact UAE Gvt - ARRIVAL

Boarding Pass: Needs Printing Pt Channek: None

Bookng Class: ¥
Manual Selectee: No

Channel: WE

~Passport and Document Detais-

pr mant: Passpor

Qualfier: Normal Passpart

[l USA Vabd for: USA Number: 788256123
Sumame: DASPA Frst Narme: STOP Tssued by: USA Expry
Date: 19FEB2026

Source of Data: Manual Update

Seat: 30C  Preference: None B, Pass: Needs Printing
Securty Nurber: 006

105623526 Coupon urrber: 1 Ticket
iation Status: Associa
Required

emer Type Creck: Not Required

w Check: Passed

Fare Farniy: AZ-ECOLIGHT

%) Bpand [sF2] 1 of 1 Selected

Never Perform APP Override without the authorization received by the AZ Security Desk.

ATTN. If APP has not been resolved, the acceptance must be immediately cancelled.
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DO NOT BOARD

Passengers with an APP Check Status “Do Not Board” will be accepted on the flight but boarding pass

printing will be inhibited until APP is resolved.

During check-in, a warning pop-up will automatically display the following options:

1. Verify the customer travel information and re-attempt the APP
2. Perform APP Override

3. Leave customer as Not OK to Board

Always select option 1 in order to verify passenger’s travel document and then click OK

Do you want to:
.: 1. Verffy the customer's travel information and re-attempt APP
2. Perform APP Override

3. Leave customer as Mot OK To Board

Check regulatory data in the Travel Information mask, correct any error, if needed, before retrying and click
on Confirm.

If APP Check Status remains “Do Not Board”:

Applcations  Device Havigaten Logoff bl

e Customer Record

Local Print Mode Customer identification  Customer Acceptance.

10SEP FCO (1) + DXB Dubai International STD: 10:40
Acceptance Open Gate: None Boardng: 0940 Baggage: Open
Customer Bkg Tkt Cabn Sec Seat Accept Baggage Info
Acceptances [ -
Bogasons. 2 AZECOUGHT
sl Aot o rops Svn o2 e o
pensations

Selct Customenl_ | Select ight(s}i A
(0 select customer to view Comespandng record. Refine the ‘Al Categones’ dsaliy with F2 function.
. All Flights Timing Information -

R STD 10:40
6 LISER FOO-DXE 5TA 19:50

%) Bpand [F2] 1 of 4 Selected

£\, APP Check Status

Seatings
Ticket | EMD»
Travels

AZESE  LOSEP FCO-0XB A=A

502 - DO HO'

Restart

Boarding Pass: Weeds Printing Pt Channek None

contact ITA Airways Centrale di Sicurezza Aerea (Security Desk) +39 06 6562 5000 for further instructions.
Passenger will be accepted on the flight, but boarding pass printing will be inhibited until APP is resolved.

Never Perform APP Override without the authorization received by the AZ Security Desk.

ATTN. If APP has not been resolved, the acceptance must be immediately cancelled.
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APP Checks

If automatic APP checks fail for any reason during passenger acceptance or cancellation, airport operators
will be able to activate APP checks either by proceeding with check-in or through the Regulatory Menu by
selecting the Check APP option:

Seatings | aF11] Additional Travel Requirements

Ticket / EMD» AFB| Check Requirements
Travelr AF9

System
Restart SF12| Blacklist Override

Blacklist

Documentation

add or Amend Multiple
Passports

Add or Amend Travel
Document

Add Secondary Document
Delete Travel Information

rity
Check APP
Check AQQ
Check IAPP
Override AQQ/ESTA-Docval

@ 8. pass sent

Selectee

Add Manual Selectee
Delete Manual Selectee
Timatic

Timatic

Timatic Country

/\ You can swipe: | Timatic ETA

APIS Customer List: from Advanced Options of Customer List, select APP Info (APP) as filter and select
one of value from the drop-down menu.

Messenger (0) | AZ Fght AZBS6 (1)

- AZ856 125EP FCO (1) * DXB Dubai Intemational

STD: 10:40
Acceptance Fraksed

Gate: None (Cosed Baggage: Open
Additional Information

Restart

L I

2 (ACCEPTEDPAX) List of Accepted Passengers

3 1, PETC, SVAN(ANIMALS) AVIH-PETCSVAN

4 ) BAG

s UMHNR.CHLD-TNFT

& Checked In Passengers (ncidng S58s)

o -
Select List: |

(O select a cussomr ist.
Restrict Customer List
To: =) Customer Fiter: [loning and Transe ||,

Refine Customer Lists

AndjOr Inchude/Exd Vae
1[And | = lincude AP has been processed =
And_|wlincude = | 4#P has been processed
|l Processed OK (OK)
A1 Processed Denied (NOK)
(AP Info) ot Pracessed (HOP)

ypassed (<PY)
Arine Overrde (ALD)
(Govemment Overrde (Gv0)

For example: “OK” status

Default: AZ

Messenger (0) | AZ Flight AZ856 (1)

PDT Enterkiphl Flight Uit ation] Customer List Selection JHEAGN N I

" A7856 12SEP FCO (1) # DXB Dubai International
Acceptance Finalised
Shortcuts Selected List: All Customers
Identify Cust Selected Filters: (APP Info=0K)
Print to Default
View Customer
View Links To Bkg Cabin Class Seat Accej
s 1 AL KARRIE Katie FCO DXB Y ¥ 300
Acceptancer 2 ALHASAN shahid FCO DXB A Y 32C
Compensation» 3 BENSON Joe FCO DXB Y Y 31A
Customery 4 GATES George FCO DxB Y ¥ 32F
Disruption» 5 JOHM Jeny FCO DXB ¥ ¥ 30F
Printingr 6 JOSEPH Dennis FCO DXxe Y Y 31D
Ticket / EMD» 7 MOHD ZARI Zenia FCO DXB Y Y 324
[ravely 8  SINGH Mahesh FCO DXB ¥ Y o 31
Sustem
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